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STORAGE MEDIA ACCESS CONTROL METHOD AND SYSTEM 
Related Applications 
[0001] This application is a continuation-in-part application of U.S. Patent 
Application No. 09/631,585 filed on August 3, 2000, which is a continuation-in-part application 
of U.S. Patent Application No. 09/608,886 filed on June 30 2000 from which the benefit of 
priority is asserted and the disclosiu-es of which are incorporated by reference herein. 

Field of the Livention 

[0002] The present invention relates to controlling access to storage media, such as 
data recorded on optical media. 

Background of the Invention 

[0003] Optically readable storage media, such as music and software CD's and video 
DVD's, provide inexpensive ways to share and disseminate digital information, making such 
media the media of choice among both producers and consumers. This is clearly evident as CDs 
have nearly replaced cassette tapes and floppy dislcs in the music and software industries and 
DVDs have made significant inroads in replacing video cassette tapes in the home video 
industry. Because of the high demand for such optical media and because of the ease and low 
cost of reproduction, counterfeiting has become prevalent. 

[0004] A variety of copy protection techniques and devices have been developed to 
limit the unauthorized copying of optical media. Among these techniques are analog Colorstripe 
Protection System (CPS), CGMS, Content Scrambling System (CSS) and Digital Copy 
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Protection System (DCPS). Analog CPS (also known as Macrovision) provides a method for 
protecting videotapes as well as DVDs. The implementation of Analog CPS, however, may 
require the installation of circuitry in every player used to read the media. Typically, when a disk 
or tape is "Macrovision Protected," the electronic circuit sends a colorburst signal to the 
composite video and s- video outputs of the player resulting in imperfect copies. The use of 
Macrovision may also adversely affect normal playback quality. 

[0005] Widi CGMS, the media may contain information dictating whether or not the 
contents of the media can be copied. The device that is being used to copy the media must be 
equipped to recognize the CGMS signal and also must respect the signal in order to prevent 
copying. The Content Scrambling System (CSS) may provide an encryption technique that is 
designed to prevent direct, bit-to-bit copying. Each disk player that incorporates CSS is provided 
with one of four hundred keys that allow the player to read the data on the media, but prevents 
the copying of the keys needed to decrypt the data. However, the CSS algorithm has been broken 
and has been disseminated over the Internet, allowing imscrupulous copyists to produce copies of 
encrypted disks. 

[0006] The Digital Copy Protection System (DCPS) provides a method whereby 
devices that are capable of copying digital media may only copy disks that are marked as 
copyable. Thus, the disk itself may be designated as uncopyable. However, for the system to be 
useful, the copying device must include the software that respects the "no copy" designation. 

[0007] Each of these copy protection techniques, and others that may be available, 
may make it more difficult to copy material from optical media, and may deter the casual copyist. 
However, these techniques maybe easily circumvented by the unscrupulous copyist who is intent 
on making digital copies of a disk. 
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[0008] In addition to directly copying content from optical media, producers and 
distributors of digital content are also adversely affected by unauthorized distribution of content 
over communications systems, such as the Internet. Known copy protection systems may not be 
capable of protecting a digital data file from being duplicated if it is intercepted by a copyist 
during transmission over these communication systems. 

Summary of the Invention 
[0009] Embodiments of the invention enable control of access to storage media, such 
as optical disks. Control of access may be provided by selective placement of, and/or mapping 
of, indicia comprising, for example, spots, marks, indentations, deformations, data errors, as well 
as other types of "shmutz," whether produced by exogenous materials (including, without 
limitation, for example, compounds, dyes, radio frequency tags, RFID, microelectronic circuits) 
or formed by the endogenous materials comprising the storage medium, as well as valid data that 
is discemable from content data stored on the storage medium, with access being denied by code 
designed to identify such indicia by way of a storage medium reading device (such as in the case 
of optical discs the laser reader) when such indicia is not associated in a determined manner with 
the storage medium and/or the time to access content data stored on the storage medium is 
significantly prolonged due to the placement or frequency of the indicia on the disc (or type of 
indicia appended). 

[00010] In one embodiment, a material is provided on the media that is alterable 
between at least two states, wherein at least one of the states affects whether or how data is read 
from the media. The material may represent information, such as a conventional barcode 
represents information on a package, or an encryption/decryption key, needed for a particular 
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code to allow access to the content data stored on the media or the presence of the material alone 
may allow access to the media. The material may prevent reading data from a medium, or alter a 
result of reading data from a medium, e.g., while the material is in one state a data bit "1" may be 
read, but while the material is in another state a data bit of "0" may be read. The material may be 
permanent to allow authorized access to the medium for its normal expected lifetime, or 
temporary such that the material prevents access to the medium when it is no longer detectable 
after a certain amount of time or a number of reads of the medium. 

[00011] Aspects of the invention may also provide for secure downloads of data as 
well as provide for "uncopyable copies" of data that has been legitimately dovraloaded from a 
source. Aspects of the invention may be used to limit the number of times software may be 
installed or the location of the installation of software. The indicia may be used to provide 
dynamic watermarking of data, or used to uniquely identify a specific storage medium. 

[00012] Materials usefiil in the present invention need only be capable of providing an 
identifiable indicia associated with the storage medium when read by a reading device of the 
storage medium, such as an optical reader in respect of optical medium. As iterated infra, such 
materials may change state, but need not change state, and the invention is not limited to any 
particular material, or applicable only to a particular type of storage media. However, as 
preferred materials (but not limiting) of the present inventors are light sensitive materials, 
embodiments set forth below are discussed with respect to light sensitive materials. As would be 
understood by one of ordinary skill in the art, such light sensitive materials may be replaced with 
other materials, whether endogenous materials or exogenous materials, as long as such materials 
can be used to produce detectable indicia when read by the reading device that is used to read an 
optical storage medium associated with the indicia. 
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[00013] In another aspect of the invention; an optical media may include a light 
sensitive material that is positioned in or on the medium so that it provides a code that may be 
required to install software from the medium onto a computer. For example, the code provided 
by the pattem of light sensitive material on the medium may be required to match a code that is 
input by the user of the medium in order for the software contained on the medium to be properly 
installed. 

[00014] In another aspect of the invention, a particular medium, for example a CD or a 
DVD, may be provided with an invisible authentication mark or code in the form of a pattem of 
light sensitive material. The pattem of light sensitive material that has been placed in or on the 
medium may be verified by an optical reader prior to allowing the medium to be used for either 
reading or recording digital data. The medium may include, for example, a phosphorescent dye 
placed in or on the surface of the mediimi, and the material may not respond instantaneously to 
excitation by light of a particular wavelength. However, the material may provide a delayed, 
persistent response that can be detected upon a later reading. 

[00015] In another aspect of the invention, an optical medium, for example a CD or a 
DVD. is provided with a data track that is recorded onto the medium using a temporary light 
sensitive material. The temporary light sensitive material may allow for a limited number of uses 
of the data contained in the medium prior to its fading and providing inadequate data to allow the 
medium to ftmction as originally intended. 

[00016] In another aspect of the present invention, software may be distributed on a 
medium that includes a light sensitive material that provides a code allowing the user of the 
medium to access a portion of the data contained on the medium. For example, the medium may 
include a version of software that can be freely used and copied to other recording devices. 
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However, to access an advanced program recorded on the medium, a code represented by the 
pattern of light sensitive material contained in or on the medium must first be detected on the 
medium itself. 

[00017] In another aspect of the invention, an optical medium containing a pattem of 
light sensitive material may be placed in a reader attached to a computer where the pattem of 
light sensitive material may be detected. A data file, for example a movie or audio file, may then 
be downloaded &om a network to the computer in a form that is unplayable in the absence of the 
code provided by the light sensitive material on the medium. This may allow for the download of 
digital files such as movies, over the Internet, that result in playable copies only when recorded 
onto media that contain the proper sequence of light sensitive material in or on the medium. The 
system may, for example, prevent the downloading of a digital data file without a properly 
encoded disk, or in another embodiment, may result in an unplayable copy if not downloaded 
onto an appropriate disk. 

[00018] Thus, in one embodiment of the invention there is provided a method for 
preventing unauthorized use of digital content data to be transferred fi-om a first system to a 
second system comprising: locating an archive of a digital content data at the first system; 
determining transaction data of the second system; determining whether the transaction data of 
the second system indicates whether the second system is a valid recipient of the archive; and 
transferring the archive fi-om the first system to the second s>^tem if the second sj^tem is a valid 
recipient. The first system may comprise the optical medium or other hard medium, while the 
second system may comprise a computer on the network or a computer system, or both the first 
and second system may comprise computers having storage media associated therewith which 
may be in proximity to one another or remote to one another. The transaction data of the second 
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system comprises indicia representative of any type of information such as discussed below 
identification information. In one case, if the second system is not a valid recipient after transfer 
of the archive from the first system to the second system, the operation of the archive fails in the 

second system. 

[00019] In one embodiment, optical media may include a light sensitive material in 
addition to any recording layer, such as a data track. The recording layer may be used to record 
data that may be read from the media to perform a fimction for which the media is distributed. 
For example, the media may include a software program recorded on a data track to be used with 
a personal computer. The light sensitive material may be placed in one or more loci on the media 
and may or may not represent data that is read from the media when the software is installed. 

[00020] In another embodiment, the light sensitive material may be used to complete 
an incomplete data set. For example, a data file may be recorded on a medium so that it includes 
less than what is necessary to make the data file operable. Enough data may be missing so that 
error correction techniques may be ineffective. However, the missing data may be provided in the 
form of, for example, a light sensitive material strategically placed on the medium or on a 
companion medium. Both data sets may then be combined to result in an operable disk. The 
entire process may be transparent to the user. Instructions for reading the missing data may be 
provided, for example, in software contained on the medium, in firmware, in hardware or in 
instructions provided by the user. Thus, any copy of the medium may be inoperable absent either 
the strategically placed light sensitive material or the instructions on how to access the light 
sensitive material. As such, there is provided a method for preventing unauthorized use of digital 
content data stored on a medium comprising determining one or more data segments in the 
digital content data, modifying one or more of such data segments to generate modified data 
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comprising second data, storing the modified data at predetermined memory locations on the 
medium, wherein the second data comprises material, such as light sensitive material that is 
placed to be read as data. Of course, such digital data may comprise audio, video, documents, 
text or software, the data segments may be of any length. In a preferred embodiment the second 
data comprises portions of the digital content data. Of course, such modified data maybe 
encrypted or not encrypted with the indicia, comprising for example light sensitive material, be 
used as part of data encryption as discussed below (see definitions set forth below in Detailed 
Description). 

[00021] In another embodiment, access, copying and unauthorized installation of 
digital data may be prevented by placing light sensitive material in the light path of the reader so 
that the light sensitive compound or indicia interferes with the reading of the imderlying data. For 
example, instructions provided to authorized users of a software program -may instruct an 
installation program to read a specific track and then to wait a specified time to access an 
adjacent track. Absent these instructions, a light sensitive material will have been activated upon 
reading the first track and will interfere with the reading of adjacent, or nearby, tracks, for a 
period of time equal to the time of persistence of the light sensitive material. Thus, authentic 
reading or installation instructions will provide a map for avoiding these traps. Areas of light 
sensitive material may be large enough to defeat sophisticated error correction programs, such as 
EFM and parity bit correction techniques known to those of skill in the art. 

[00022] The light sensitive material may be placed at a position or a number of 
positions on the optical medium in order to provide, for example, identification, verification, an 
access code or additional data. In one embodiment, the light emissive compound may be 
deposited in or on the optical mediimi in order to identify the medium or supply information 
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about it, much like a bar code may be used to identify a product or package. For example, the 
medium may be theoretically divided into a number of sectors, for instance, 20 pie shaped pieces 
of equal size around a circular optical recording medium such as a CD-ROM or DVD. 
Depending on where light sensitive material is placed in each of these sectors, digital data may 
be represented by either the absence or presence of light sensitive material at different locations 
in each sector. Sampling instructions may be supplied through a number of channels. For 
example, instructions may be supplied on the medium itself, by the optical reader or by the user 
of the device. The sampling instructions may direct the reader to sample various locations within 
each sector looking for the presence or absence of light sensitive material. In addition, the reader 
may be instructed to sample at a specific time delay or to look for a shift in wavelength from that 
provided by the light source. Thus, each sector may provide information that may not be detected 
unless specifics such as position, wavelength, time of delay and persistence of the light sensitive 
material are known. A number of different materials having different characteristics may be used 
on a single medium to provide a more sophisticated coding technique. 

[00023] Light sensitive material may be placed on a medium in a pattern that provides 
a code to unlock access to data stored on the medium, or elsewhere, such as from an attached 
data storage device. Thus, the coded optical medium may be used as an uncopyable key to 
provide access to data, files and information. The light sensitive material may be placed on the 
medium so that, upon reading, a unique data string is produced that allows the data files to be 
opened. The data string may be a function of, for example, emission, absorption, wavelength 
shift, time delay, persistence or intensity of the light sensitive material. Thus, a wide variety of 
variables may be used with a single medium to provide a sophisticated code. For example, an 
unscrupulous copyist may try to decode a medium by determining where on the medium delayed 
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emission compounds have been placed. However, other variables such as absorbing compounds, 
compounds exhibiting different persistence, and compoimds emitting at different intensities may 
be used to further thwart the copyist. Altematively, the code may be simple, such as the 
placement of a single spot of light sensitive material on the medium. 

[00024] These and other aspects of the invention will be apparent from the following 
description. 

Brief Description of the Drawings 
[00025] The invention is described, by way of example, with reference to the 

accompanying 10 drawings, in which: 

FIG. 1 is a schematic block diagram of a system that may be used with the present 

invention; 

FIG. 2 shows an optical medium having light sensitive material positioned in or on the 
medium; and 

FIG. 3 shows a portion of an optical medium having a spot of light sensitive material 
associated with four data tracks. 

Detailed Description 

[00026] The present invention relates to controlling access to a storage medium, such 
as an 20 optical disk. Aspects of the invention provide for copy protection as well as 
identification and use, such as writing data, of a storage medium, and/or encryption, distribution 
protection, or other use of data associated with a storage medium. For example, one aspect of the 
invention provides a method and apparatus for preventing the unauthorized reproduction of data 
recorded on an optical medium as well as limiting the distribution of data that may be distributed 
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over communications system, such as the Internet. Aspects of the invention may be practiced 
without alterations to readers and writers that are currently used with optical media such as CD- 
ROMs, Audio CDs, MO disks, and DVDs. 

[00027] In one embodiment of the invention, there is provided a data storage medium 
comprising: a structure adapted to support data so that the data may be optically read; and a 
material disposed on or in the structure, wherein the material is adapted to be altered between at 
least two states to affect a reading of the structure, the material requiring an input signal to 
change from a first state to a second state, and not requiring an input signal to change from the 
second state to the first state. The first state may be a state in which reading of the substrate is 
not affected, and the second state may be a state in which reading of the substrate is affected. The 
material may be a light sensitive material, such as a cyanine dye. The material may have a delay 
time after which the material changes from the first state to the second state after receiving the 
input signal, wherein the delay time is less than or greater than a time required to read data using 
oversampling. The material may alternatively, or in conjunction, have a persistence during 
which the material remains in the second state before changing to the first state. The input signal 
may be electromagnetic radiation. The data storage medium may be an optical disc. The 
material is positioned in a plurality of discrete areas of the structure. At least one of the position 
of the discrete areas, a delay time of the material and a persistence of the material may represent 
a code which may be used to one of authenticate the structure, decrypt data supported by the 
structure, correct data read from the structure, and/or provide a watermark in data copied from 
the structure. The material may be positioned in a plurality of unique discrete areas compared to 
other storage media in a group. The material may be temporary such that the material is not 
detectable in one of the first and second state after a certain amount of time or a number of times 
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that the material is exposed to the input signal. The material may be disposed at different depths 
at different locations in the structure. The material may be used to prevent unauthorized access to 
data supported by the structure. The structure may support data that is freely accessible, and 
supports data that may be accessed only if the material is detected. 

[00028] In another embodiment there is provided an optical recording medium 
comprising: a substrate; a recording portion on the substrate on which data can be recorded and 
from which data can be read by a reader; and an authentication material on the substrate, distinct 
from the recording portion, wherein the authentication material is capable of providing a 
changing response that can be read by the reader. The authentication material may be a light 
sensitive material adapted to be altered between at least two states to affect a reading of the 
structure, the material requiring an input signal to change from a first state to a second state, and 
not requiring an input signal to change from the second state to the first state. 

[00029] In another embodiment of the invention there is provided an optical recording 
medium comprismg: a substrate; a data recordmg layer on the substrate; and a temporary material 
disposed on at least a portion of the substrate wherein the temporary material provides 
information that allows a portion of data on the recording layer to be accessed for its intended 
purpose. The temporary material may be decomposed by exposure to a light source, for example 
over time. In such case, the temporary material may decompose to such an extent that the portion 
of the data on the recording layer may no longer be accessed for its intended purpose. The 
temporary material may be arranged to provide readable data. 

[00030] In yet another embodiment there is provided a method of verifying the 
authenticity of an optical storage medium, comprising: reading at least one locus on the optical 
medium to obtain a first response; reading the at least one locus again to obtain a second 
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response different fix)m the first response; and using the second response. The method may 
further comprise inputting an identification string that is used to determine the at least one locus, 
and/or determining that the optical medium is authentic if the first and second responses are 
different. The step of reading at least one locus may comprises reading a plurality of loci on the 
medium in a specified order. 

[00031] An yet there is also provided a method of making an optical recording 
medium, comprising: forming a recording layer on a substrate; and fixing an authentication 
material to at least one portion of the substrate, the authentication material adapted to provide a 
changing response when exposed to an input signal. The authentication material may be fixed in 
a pattern on the substrate. The authentication material may be fixed to the substrate after forming 
the recording layer. 

[00032] In another method of the invention, there is provided a method of transferring 
data, comprising: receiving a request for data to be transmitted to a requestor; receiving a 
representation of a pattern of material on a storage medium onto which data is to be recorded, the 
material adapted to be altered between at least two states to affect a reading of the structure; 
adjusting data to be transmitted based on the representation of the pattern of material; and 
transmitting the adjusted data to the requestor. The step of adjusting data may comprises 
adjusting the data so that the adjusted data may not be used for its intended purpose unless the 
data is stored on the storage medium. The data may include, for example, one of a DVD movie, 
an audio file and software. The step of adjusting data may comprise: adjusting the data so that the 
adjusted data includes inborn errors that are corrected by using the material on the storage 
medium. The pattern of material may be unique to the storage medium compared to other 
storage media in a group. 
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[00033] And yet there is also provided a method of providing access protected data, 
comprising: sending a first set of data from a source to a target; and providing a second set of 
data on an optical storage medium wherein the second set of data is recorded, at least in part, by 
fixing a pattern of at least one light sensitive material on the optical medium, and wherein the 
second set of data is necessary to use the first set of data for its intended purpose. At least one 
light sensitive material may be fixed in a pattern that is unique to the storage medium. 

[00034] There is also provided in the present invention an optical recording medium 
comprising: an authentication mark comprising a pattern of light sensitive material, wherein the 
light sensitive material is adapted to be altered between at least two states to affect the reading of 
the substrate. 

[00035] Included as an embodiment of the present invention, there is disclosed a 
method of data encryption, comprising: receiving a request for transfer of data; and transferring 
an encrypted data set from a source to a target wherein the encryption key is at least partially 
provided based on a pattern of authentication material on an optical storage medium on which 
the data is to be stored. 

[00036] As one example of the many possible combinations that would be understood 
by one of ordinary skill m the art reading this disclosure, a CD may include a light sensitive 
material that is positioned in one or more positions on the CD. The light sensitive material may 
be alterable between two states, such as transparent and light emitting, to affect reading of data 
from the CD. The light sensitive material may be caused to change from a first state to a second 
state by being illuminated, such as by laser light from a CD reader, and then change from the 
second state to the first state without being illuminated. The light sensitive material may have 
some delay time between being illuminated and actually changing from the first to second state, 
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e.g., changing from transparent to light emitting, so that data may be read from the CD before the 
light sensitive material changes to the second state. Thus, the delay time of the light sensitive 
material may be made longer than the read time (including oversampling) for a portion of the 
CD. Once the light sensitive material has changed to the second state, the material may remain in 
the second state, or have some persistence, for some time period, e.g., may remain light emitting 
for 1 ms or more. While the material is in the second state, the material may affect whether and 
how the CD is read, e.g., the material in the light emitting state may cause the reader to output a 
string of "0"s rather than output actual data positioned on the CD below the material, or may 
cause the reader to be unable to read the CD. 

[00037] The light sensitive material may be used to verify that the CD is authentic, 
e.g., was 15 obtained from a particular source and/or includes data authorized for particular use. 
For example, detection of the light sensitive material adjusting from a first transparent state to a 
second light emitting state after being exposed to light, such as laser light from a CD reader, may 
be used to perform an authentication test on the CD. The authentication test may include initially 
scanning the CD for light emitting regions (which are not found initially since the light sensitive 
material had not been exposed to light cause a change in state) followed by a subsequent scan for 
light emitting regions (which results in locating at least one light emitting region of light 
sensitive material that changed state in response to being exposed to light in the initial scan). 
Identifying a region of the CD that did not exhibit light emitting portion during an initial scan 
followed by identification of a light emitting portion in the region during a subsequent scan may 
be used to determine that the CD is authentic. 

[00038] The above is only one illustrative example of one aspect of the invention, and 
other aspects of the invention are described below. For example, the light sensitive material may 
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be alterable between states other than transparent and light emitting, such as invisible and visible, 
light transmissive and light absorbing, light emitting and non-emitting, and so on. The light 
sensitive material may be positioned on an optical medium to provide information, such as a 
code (like a barcode), actual readable data, and so on, or prevent sequential access to data on t 
medium, rather than only being detectable within specific regions. Thus, the light sensitive 
material may be used as part of a data encryption, watermarking or other protection scheme, i 
addition to providing an authentication feature. 

[00039] "Optical Recording Medium" refers to a medium capable of recording digital 
data that may b read by an optical reader. 

[00040] "Light sensitive Material" refers to a material that is alterable between at least 
two states when irradiated with light. 

[00041] "Authentication Material" refers to a material used to authenticate, identify or 
protect an optical 10 medium. The data recorded on an optical medium, for example, software, 
video or audio files, are not authentication material. 

[00042] "Temporary Material" refers to material that is detectable for a limited amount 
of time or a limited number of readings. 

[00043] "Re-read" refers to reading a portion of the data recorded on a medium after it 
has been initially 15 read. 

[00044] "Fluorescent Compound" refers to a compound that radiates light in response 
to excitation by electromagnetic radiation. 

[00045] "Phosphorescent Compound" refers to a compound that emits light in 
response to excitation by electromagnetic radiation wherein the emission is persistent over a 
lengtti of time, 
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[00046] "Recording Layer" refers to a section of an optical medium where data is 
recorded for reading, playing or uploading to a computer. Such data may include software 
programs, software data, audio files and video files. 

[00047] "Recording Dye" refers to a chemical compound that may be used with an 
optical recording medium to record digital data on the recording layer. 

[00048] "Security Dye" refers to a compound that may provide or alter a signal to 
protect the data on a storage medium. 

[00049] "Non-Destructive Security Dye" refers to a security dye that does not render 
media permanently unreadable. 

[00050] "Reader" refers to any device capable of detecting data that has been recorded 
on an optical 30 medium. Examples are CD and DVD readers. 

[00051] "Communication System" refers to any system or network for transferring 
digital data from a source to a target. 

[00052] Figure 1 is a schematic block diagram of a system 100 that may be used with 
various aspects of the invention. In this illustrative embodiment, the system 100 includes a data 
processing apparatus 1, which may be a general purpose computer, or network of general purpose 
computers, and other associated devices, including communications devices, modems, and/or 
other circuitry or components necessary to perform the desired input/ouQ)ut or other functions. 
The data processing apparatus 1 can also be implemented, at least in part, as a single special 
purpose integrated circuit (e.g., ASIC) or an array of ASICs, each having a main or central 
processor section for overall, system-level control, and separate sections dedicated to performing 
various different specific computations, functions and other processes under the control of the 
central processor section. The data processing apparatus 1 can also be implemented using a 
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plurality of separate dedicated programmable integrated or other electronic circuits or devices, 
e.g., hard wired electronic or logic circuits, such as discrete element circuits or programmable 
logic devices, and can also include any other components or devices, such as user input/output 
devices, a keyboard, a user pointing device, touch screen, etc. 

[00053] The data processing apparatus 1 may communicate with a media reader 2, 
which may be a conventional CD, DVD or other optical media reader. Optical media, which may 
include one or more aspects of the invention maybe read by the media reader 2, and information 
regarding the reading provided to the data processing apparatus 1 . The data processing apparatus 
1 may also communicate with a display 3 that provides a representation of the data read by and 
provided from the media reader 2. The display 3 may be a computer monitor, a CRT or LCD 
display, one or more audio speakers, a printer, or any other device or combination of suitable 
devices. As one example, the data processing apparatus 1, the media reader 2 and the display 3 
may all be incorporated into a single DVD player, such that a user can have a DVD read and 
played back using the display 3. 

[00054] The data processing apparatus 1 may also communicate with a data provider 5 
or any other device through a communication system 4, such as the Internet, a wired or wireless 
telecommunications network, an infrared communication system, and the like. The data provider 
5 may include a general purpose computer, or network of computers, or other devices capable of 
communicating with the data processing apparatus 1. 

[00055] Figure 2 shows a schematic diagram of an optical medium 20 in an illustrative 
embodiment of the invention. In this embodiment, the medium 20 includes a light sensitive 
material 21 that is positioned on the mediiun 20 in three different locations or spots. Although in 
this embodiment the material 21 is positioned in three different locations, the light sensitive 
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material 21 may be placed on or in the medium 20 in any number of ways. Li one embodiment 
the entire medium 20 or one surface of the medium 20 may be coated with light sensitive 
material 21. In other embodiments, the material 21 is positioned at a number of discrete 
predetermined locations or in a random fashion. The light sensitive material 21 may be 
positioned so that it is located within precisely defined boundaries, or so that it is merely located 
roughly within a specified area. The shape and size of the areas of the medium 20 including light 
sensitive material 21 may not be important, as any underlying data may not be affected by the 
light sensitive material 21. 

[00056] The light sensitive material 21 may be placed so that it lies in an optical read 
path of the media reader 2 so that the light sensitive material 21 is irradiated by light when the 
data is read. Alternately, the light sensitive material 21 may be placed in an area of the medium 
20 that is not designed to hold recorded data or that includes dummy data that may not be 
required for use of other data on the medium 20. It should be understood, however, that the 
medium 20 need not include any data, but instead may be a "blank" medium 20 that can be 
written with desired data. 

[000571 The light sensitive material 2 1 may be placed at any depth within the medium 
20 between and including the surface of the medium 20 and an underlying data layer. For 
example, the light sensitive material 2 1 may be placed on the surface of the medium 20 through 
which light passes to read the underlying data. In another embodiment, the light sensitive 
material 21 is placed close to the recording layer of the medium 20 that the focal distance to the 
light sensitive material 21 is similar to that of the recording layer. In another embodiment, the 
light sensitive material 21 is placed on the surface of the medium 20 and is then coated with a 
protective layer. Thus, there is provided a method for modifying an optical path of an optical 
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medium, the optical medium including a first layer adjacent a data layer comprising: selecting a 
region of the first layer to be distorted; and distorting the region of the first layer such that a 
reading operation of data stored in the first layer corresponding to the distorted region is 
modified. The first layer may comprise for example the reading layer through which the optical 
path is directed, the back layer adjacent the data layer, the data layer or a combination of one or 
more of such layers. The selection of where such modification of the optical path is made is 
preferably predetermined, but may comprise random selection (see also discussion above 
regarding Fig. 2 in regard to predetermined or random positioning). The distortion may alter the 
optical path of the incident light for reading the corresponding data in the data layer. 

[00058] In addition to the size and shape of the placement, other factors may determine 
how a 30 light sensitive material 21 maybe illuminated to an extent great enough to change state. 
For example, the depth of the placement of the Ught sensitive material 21 within the medium 20 
may be a factor in determining when a light source will be properly positioned to illuminate the 
material 21 to an extent necessary to provide a detectable response, i.e., change in state. For 
example, if polycarbonate is used as a substrate material of the medium 20, the polycarbonate 
substrate may act as a lens to focus a light beam so that the beam becomes more focused at 
locations closer to the underlying data track than near the surface of the polycarbonate opposite 
the data track. Therefore, an equally sized and shaped placement of light sensitive material 21 
near the surface of the medium 20 may be illuminated during reading of a broader range of 
underlying addressable data points than would be if the light sensitive material 21 were 
positioned in the substrate closer to the data track or the focal point of the light source. This may 
occur because the light beam is broader and less focused, covering more area, when it strikes the 
surface of the medium opposite the data layer, rather than when it is focused near the data layer. 
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This may also result in a lower beam intensity at the surface of the medium than at the data layer 
and, accordingly, light sensitive material 21 placed close to the surface of the medium may be 
made denser or more sensitive in order to provide an adequate response. 

[00059] The light sensitive material 21 may be positioned in or on the medium 20 by 
any number of methods including direct application, spin coating, molding the light sensitive 
material 21 into a substrate of the medium 20, and dispersing the light sensitive material 21 in a 
second material that is compatible with the medium 20 substrate. For example, the light sensitive 
material 21 may be dispersed in a prepolymer of polycarbonate, PVC or vinyl acetate and then 
fixed in a suitable pattern on the medium 20. The chosen light sensitive material 21 may exhibit 
long term stability under typical optical media storage conditions and may be light fast and non- 
reactive. In addition, materials 21 may be chosen based on compatibility with the polymer or 
other material that is used to produce a substrate for the medium 20. The light sensitive material 
21 may be included with the medium 20 before, during or after data has been written or 
otherwise provided on the medium 20. 

[00060] The hght sensitive material 2 1 may be any material that is affected by light, 
for example, by becoming reflecting, absorbing or emitting when illuminated by a light source. 
The light source may be a data reading light, such as a media reader 2 laser or other light source. 
The light sensitive material 21 may change between two or more states. For example, the 
material 21 may be alterable between emissive and non-emissive states, absorbent and non- 
absorbent states, or reflective and non-reflective states. The material 21 may alter states when 
excited by a light source, such as a laser, and later change states again with or without any further 
illumination. Thus, the light sensitive material 21 may change from a first state to a second state 
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•ge from the second state to the first state without being 



.itive material 21 may also have a delay in its change from one 
iinated. For example, the material 21 may be non-emissive for a 
a light source and then may become light emissive after the delay, 
ly be light absorbent upon illumination, and after a delay period 
er embodiment, the light sensitive material 21 may emit light at 
nd then, after additional excitation, emit light of a different 

isitive material 21 may have persistence, e.g., a time period during 
terial 21 remains in an altered state (e.g., light emitting) before 
transparent) absent sufficient illummation or other excitation 
lersistence may vary widely, e.g., from 1 nanosecond to 1 minute 
ensitive material 2 1 may switch from a first state to a second state 
ppropriate light, and remain in the second state for its persistence 
nng back to the first state (absent sufficient illumination or other 
state). 

n 20 may include data for digital files, such as data sets, computer 
/ideo. The light sensitive materials 21 may be applied to the 
f the materials 21 may or may not be detected during an initial 
ration using conventional oversampling. If the materials 21 are 
:annot be detected during a single read using oversampling, e.g., 
-he total read time including oversampling, the reader 2 maybe 
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directed to reread the same area of the medium 20 a short time after an initial read, and the Hght 
sensitive material 21 may have changed states. 

[00064] Although light of a different wavelength and intensity than that used in 
conventional optical media readers 2 may be employed to illuminate the light sensitive material 
21, it may be advantageous to used light sensitive compounds that respond to light sources that 
are used in conventional readers. In addition, it may be preferable that the light sensitive 
compounds are detectable by conventional readers 2. However, the light sensitive material 21 
may be replaced with other materials that change state when exposed to a signal other than Ught, 
such as an electric or magnetic field, a rise in local temperature, etc. One example may be a 
material that changes state in response to a rise in local temperature, e.g., caused by the reading 
Ught of an media reader 2 or other heat source, such that the state change can be detected by the 
reader 2 light. 

[00065] Having described some of the ways in which a light sensitive material 2 1 may 

be provided in association with an optical medium 20, examples regarding how the light 
sensitive material 21 may be used in a few illustrative embodiments are described. It should be 
xmderstood that various aspects of the invention described above and/or in the following 15 
Examples may be used singly or combined together in various ways in a single device or 
application. 

Example 1 

[00066] In one illustrative embodiment, the presence of light sensitive materials 21 on 
a medium 20 is used to determine that the medium 20 is an authorized medium 20 and/or 
contains data 20 authorized for a particular use. In this embodiment, the light sensitive material 
21 on the medium 20 is used by an installation program to prevent unauthorized installation of 
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software recorded on the medium 20 on a computer, but the same or similar technique may be 
used to prevent unauthorized use of the medium 20, unauthorized use, such as reading or writing, 
of data on the medium 20, and so on. In this example, the installation program along with data 
representing the software code are recorded on the medium 20, but the installation program may 
be provided in other ways, such as stored in a memory of a media reader 2, on another medium 
20, etc. 

[00067] When an attempt is made to install the software on the medium 20 shown in 
Figure 2, the installation program is read from the medium 20, e.g., by the media reader 2, and 
implemented by the data processing apparatus 1. The installation program includes instructions 
to verify that the software to be installed is contained within an authorized medium 20. Part of 
the authentication procedure may involve reading portions of the medium 20 in a defined 
sequence and/or at a defined timing. The read sequence and timing may be stored as part of Ae 
installation program or may be determined randomly, e.g., by the program using a random 
number generator. For example, the installation program may direct the media reader 2 to read 
portions of the medium 20 within sectors 20a-20f in order during a first read. Depending upon 
the nature of the light sensitive material 21, the reader 2 may not detect the presence of the light 
sensitive material 21 during the first read, and output a signal representing the read result. The 
reader 2 may not detect the light sensitive material 21 if, for example, the delay time of the 
material 21 is longer than the read time for each sector 20a-2 Of. As discussed above, the light 
sensitive material 21 may be positioned on the medium 20 in association with actual target or 
useable data, such as portions of the software program, or in association with dummy data. Thus, 
the reader 2 may output a signal representing dimuny data read from each of the sectors 20a-20f 
after the first read. For simplicity and as one example, the reader 2 may output a signal "000000", 
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where each "0" represents the dummy data read from each of the six sectors 20a-20f during the 
first read. 

[00068] Next, the installation program may instruct the media reader 2 to again read 
the sectors 20a-20f in that order during a second read. Each sector 20a-20f is to be read at a 
timing such that the second read of the sector 20a-20f occurs after a delay time (if any) and 
within a persistence time for the light sensitive material 21. That way, assuming the first read of 
each portion of sector 20a, 20c and 20e was sufficient to illuminate the light sensitive material 21 
and cause the material to change state, the second read will be performed while the light sensitive 
material 21 is in its changed state. Since the light sensitive material 21 is in its changed state 
during the second read cycle, the media reader 2 will output a signal representing a read where 
the light sensitive material 21in its changed state was encountered. For example, the media 
reader 2 may output a signal "101010" for the second read, where the "1 "s represent a read 
where light sensitive material 21 in a changed state was encountered in sectors 20a, 20c and 20e 
and the "0"s represent a read dummy data read in sectors 20b, 20d and 20f Reading of sectors 
20a, 20c and 20e during the second cycle may result in the media reader 2 reading different data 
than that during the first read, e.g., the dummy data under the light sensitive material 21 may 
include a string of "0"s while the light sensitive material 21 during the second read cycle may 
cause the reader 2 to read a string of "1 "s. The light sensitive material 21 may have other affects 
on the reading of the medium 20 during the second read cycle, such as causing the reader 2 to 
output an "end of file" signal, a signal indicating that the medium 20 is not readable, or some 
other indication of the light sensitive material 21 being in an altered state. 

[00069] By comparing the two signals generated during the first and second read 
cycles, e.g., determining that the two reads provided different results from reading the same 
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portions of sectors 20a-20f, the installation program may determine that the medium 20 is an 
authentic medium (as opposed to an unauthorized copy) and allow installation of the software 
program to 10 continue. Otherwise, the installation program may deny installation of the 
program. 

[00070] The installation program need not necessarily require a precise match between 
an expected output fix)m a media reader 2 during an authentication process and the actual output. 
Instead, the installation program may only require that the actual output from Hie media reader 2 
be within a desired range of values. Using a simplified extension of the example above, light 
sensitive material 21 may be provided in any one of the sectors 20a-20f during manufacture, as 
long as at least one sector includes light sensitive material 21. In this case and using the example 
provided above, the installation program may accept actual output from the media reader 2 
during the second read cycle between the range "000001" and "11111 1" are acceptable for 
authentication purposes. 

[00071] Since a relatively large area of each sector 20a-20f may be read during 
authentication, precise positioning of the light sensitive material 21 within each sector may not 
be required. Instead, approximate positioning may be adequate. In addition, the medium 20 may 
be conceptually divided into more than, or fewer than, six sectors 20a-20f, if desired. An increase 
in the number of sectors may provide a larger number of possible locations for light sensitive 
material 21, and therefore provide a more complicated and robust protection scheme. Further, 
each medium 20 may have a unique distribution of light sensitive material 21 in its sectors as 
compared to other media 20 in a group. Thus, a unique code may be provided on each medium 
20 using the light sensitive material 21 positioned in different locations. Protection may be 
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further enhanced by varying the delay times and/or persistence of light sensitive materials 21 
positioned on the medium 20. 

Example 2 

[00072] Those of skill in the art will appreciate that Example 1 described above may 
be altered in many ways to provide different and/or varying levels of protection. As a second 
example, authentic media 20 may be provided with-an alphanumeric security code that is unique 
to each disk and is printed on a card accompanying the media 20. At the time of installation, the 
installation program may request the user to enter the security code. The installation program 
may then use the code to verify the authenticity of the medium 20 having the software to be 
installed. For example, the installation program may use the security code to determine a sector 
20a-20f read sequence and/or timing, ,as an encryption key or password, to determine where on 
the medium 20 light sensitive material 21 is positioned, to determine an expected output from the 
media reader 2 when using a predefined sector read sequence, and so on. Based on this 
information, the medium 20 may be read, and the output from the reader 2 compared to expected 
output determined based on the security code. 

[00073] The security code may alternately be included on the medium 20 based on the 
way the 15 light sensitive material 21 is positioned on the medium 20, e.g., in a way similar to a 
conventional barcode, and/or other features of light sensitive material 21, such as a delay time 
and/or a persistence for each spot of light sensitive material 21. As one example, the installation 
program could instruct the media reader 2 to initially read the medium 20 in a way that the 
presence and location of light sensitive material 21 on the medium 20 is determined. If other 
features of delay and/or persistence of the light sensitive material 21 are used to encode the 
security code, the installation program could then read the light sensitive material 21 locations in 
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various ways to determine the delay and/or persistence of the material 21 and use that additional 
information to determine a security code and/or authenticate the medium 20. For example, the 
installation program could instruct the media reader 2 to read each location of light sensitive 
material 21 using different read delay times of 1ms, 10ms and 100ms. If a change in state of the 
light sensitive material 21 is detected after a delay time of 10ms, but not after 1ms and 100ms, a 
determination may be made that the delay time of the light sensitive material 21 is between 1ms 
and 10ms, and the persistence is less than 99ms. This information, along with position 
information regarding the material 21 location, may be used to determine/decode a security code, 
a medium identification number, an alphanumerical sequence or other information provided by 
the pattern of light sensitive material 21 on the medium 20. Decoded information may be used to 
determine characteristics of the medium 20 and compare those characteristics to characteristics 
sensed during the authentication process. For example, a decoded medium identification number 
may be used to determine, e.g., using stored information, that the medium 20 should include light 
sensitive material 21 in specific locations, and having specific delay times and/or persistence. 
This information may be compared to the sensed location, delay time and persistence values 
determined during reading of the medium 20. The comparison may result in determining that the 
medium 20 is authentic and authorized for use (reading, writing, alteration of data on the medium 
20 and so on), or that use of the medium 20 should be denied. 

Example 3 

[00074] In the examples described above, no distinction was made regarding reading 
specific portions of a medium 20 that is associated with a single spot of light sensitive material 
21. In this illustrative embodiment of the invention, different portions of a medium 20 that are 
associated with a single spot of light sensitive material 21 are read. Figure 3 shows a portion of 
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the medium 20 and a spot or area of Light sensitive material 21 . Although the medium 20 may 
have a plurality of regions each associated with a corresponding spot of light sensitive material 
21 , only the reading of a single portion of the medium 20 is discussed below for simplicity. In 
addition, the light sensitive material 21 is associated with four tracks a-d in Figure 3, but light 
sensitive material 21 may be placed in or on a medium 20 so that it is associated with any 
number of adjacent tracks. 

[00075] Part of an authentication procedure for the medium 20 may involve reading a 
plurality of tracks a-d on the medium 20 that are all associated with a spot of light sensitive 
material 21. The location of spots of light sensitive material 21 maybe determined as described 
above, e.g., by searching the medium 20 for regions, by referring to a look up table that 
corresponds a 25 medium identification number with specific, expected material 21 locations, 
and so on. Reading of the tracks a-d may be performed for the same or similar purpose as reading 
portions of the medium 20, such as determining a security code for the medium 20, verifying the 
presence of light sensitive material 21 on the medium 20 (e.g., in specific locations, and/or 
having specific properties such as delay time and persistence), and so on. However, in this 
embodiment, if any point along tracks a, b, c or d that are associated with the light sensitive 
material 21 are read by a light source, the light sensitive material 21 may be caused to alter state. 
That is, illumination of any of the tracks a-d for reading may illuminate the light sensitive 
material 21 and cause it to change from one state to another. For example, if the reader 2 is 
directed to sample a section of track a, and light sensitive material 21 is a fluorescent compound 
having a delay time of 10ms, then reading of track a, b, c or d 10 ms after illumination during the 
first read may result in the reader 2 detecting the presence of the light sensitive material 21, since 
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illumination of a portion of the light sensitive material 21 may cause the entire spot of the 
material 21 to change state. 

[00076] However, if the response of the light sensitive material 21 is different, e.g., 
only illuminated portions of the light sensitive material 21 change state, the reading of track a 
may cause only a portion of the light sensitive material 21 associated with an adjacent track(s) to 
change state (in addition to the portion associated with track a). This may be caused as a result of 
the light beam reading track a covering an area larger than that defined by the target track a, e.g., 
the Ught sensitive material is in a different focal plane that the track. Thus, the light beam may 
illuminate portions of the light sensitive material 21 that is associated with track b, but not 
portions associated with track c or d. In addition, the light sensitive material 21 may be excited 
by light beams used to aid in tracking as well as the light beam used for reading data. These 
additional light beams may further broaden the area of Ught sensitive material 21 that may be 
excited by a single read. As a result, reading of track a, followed by reading of track b after the 
delay time (if any) and within the persistence time of the light sensitive material 21 may result in 
the media reader 2 detecting that the light sensitive material 21 is in a changed state when 
reading track b. 

[00077] As one example, the media reader 2 may be directed to read track a, track b, 
track d, then track c. Given that the readings occur within an amount of time greater than the 
delay of the light sensitive material 21 and during the persistence time, the reader 2 will read data 
unaffected by the material 21 from track a, detect that the light sensitive material 21 is in an 
altered state while reading track b, read data unaffected by the material 21 from track d, and 
detect that the material 21 is in an altered state while reading track c. Of course, reading of tracks 
a-d may be perfontned in any suitable order, and with any delay. The result of the reading may be 
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used as discussed above, to authenticate the medium 20, to determine a security code, 
identification number or other information for the medium 20, and so on. In addition, the Hght 
sensitive material 21 need not be precisely positioned with respect to the tracks a-d. In fact, 
imprecise or random placement of the material 21 may be used to create unique patterns of 
material 21 on each medium 20. By including material 21 at multiple spots with Ught sensitive 
material 21, a sophisticated read sequence maybe required to accurately obtain the underlying 
data. If the proper read sequence is followed, the data maybe used for its intended purpose. 
However, if an improper read sequence is used, for example, if the reader simply proceeds along 
the tracks in a sequential fashion, the material 21 will interfere with the reading of the underlying 
data resulting in an inoperable data set. 

[00078] As with the other examples described above, the areas of light sensitive 
material 21 may 10 be made large enough to avoid error correction techniques, such as EFM, 
from masking detection of the material 21 in an altered state. For example, to prevent masking of 
error correction techniques, the material 21 may be placed over 50,000 or 100,000 adjacent bits 
of data, or over approximately 2mm on a conventional CD. Therefore, only when the required 
read sequence, including appropriate jumps and delays, is implemented will the underlying data 
be properly read from the medium 20. 

[00079] This same feature that one or more tracks may be made unreadable by 
previous reading of an adjacent track can be used to prevent serial copying of data on a medium 
20 or copying of data on the medium 20 while not using an appropriate reading sequence (which 
may involve reading different regions at different times to account for the location, delay and/or 
persistence of light sensitive material 21 on or in the medium 20). For example, an entire 
medium 20 may be coated with a light sensitive material 21 so that data stored on the medium 20 
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cannot be sequentially read from medium 20 unless a first portion is read, thereby causing the 
light sensitive material 21 to alter state, and a next adjacent portion associated with the material 
21 that has changed state is read after the material 21 has reverted back to its unaltered state. 
Reading of the medium 20 sequentially without appropriate timing may result in unusable data 
being read from the medium 20 caused by the media reader 2 reading light sensitive material 21 
that is in an altered state. 

[00080] Similarly, light sensitive material 2 1 and data may be positioned in strategic 
locations on the medium 20 so that the data may only be successftilly read when the data is 
accessed using a particular access sequence. The access sequence may be stored as part of the 
data on the medium 20 (and possibly encrypted), provided by a user as an alphanumeric code, 
and/or stored/encoded by the location, delay and/or persistence of die light sensitive material 21 
on the medium 20, similar to that described above. 

[00081] As with the other examples, various combinations of materials 21 exhibiting 
absorbence, emission, and reflectance, for example, may be used. In addition, compounds 
exhibiting various delay times and persistence times may be used together to create a more 
sophisticated protection system. If the disk is copied, for example, by bit-to-bit copying, the light 
sensitive materials 21 may not be copied, and thus the copied version of the data will be 
uninstallable, unreadable or otherwise unusable. This will hold true whether or not the user of the 
unauthorized copy has access to the user code or owns an authorized copy. 

[00082] As would be understood by one of ordinary skill in the art, detection of indicia 
need not be direct. That is absorbance, emission, reflectance etc. changes need not be measured 
directly, but may be measured indirectly such as by detecting changes in specific data transfer 
rates. For example, an indicia comprising a mark may be detected by ascertaining a difference 
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between the expected data transfer rate and tht measured data transfer rate, or a change in read 
speed. 

[00083] Thus the invention also comprises a method for authenticating a digital 
medium comprising: monitoring a transfer rate of read-data resulting from the reading of valid 
data stored on a digital medium at a physical location; determining, from the monitored transfer 
rate, the presence of an anomaly region on the digital medium corresponding to the physical 
location of the valid data on the digital medium; and authenticating the digital medium based on 
a characteristic of the anomaly region. Further the invention comprises a system for 
authenticating a digital medium comprising: a monitor for monitoring a transfer rate of read data 
resulting from the reading of valid data stored on a digital medium at a physical location; an 
anomaly detector for determining, from the monitored transfer rate, the presence of an anomaly 
region on the digital medium corresponding to the physical location of the valid data on the 
digital medium; and an authenticator for authenticating the digital medium based on a 
characteristic of the anomaly region. 

Example 4 

[00084] Using another aspect of the invention, optical media 20, such as CDs and 
DVDs, may be read only for a limited amount of time or a limited number of readings. For 
example, the medium 20 may include light sensitive material 21 that will fade or otherwise be 
undetectable after a certain amount of time, e.g., one month, or after a certain number of 
readings, e.g., after three readings. The light sensitive material 21 may be used in any of the ways 
described above, e.g., applied in spots on the medium 20 and used to authenticate the medium 
20. After the material 21 fades or is otherwise undetectable, data on the medium 20 will no 
longer be accessible. Alternately, the material 21 may be used to encode actual useable data on 
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the medium 20, e.g., data portions of a DVD movie, and after the material 21 is no longer 
detectable, the medium 20 will effectively be blank or partially so. This type of temporary 
medium 20 may be useful in the movie or software rental industry, because the medium 20 will 
no longer be useable to the renter after authorized use of the medium 20 and/or its content is 
complete. 

[00085] For example, the light sensitive material 21 may be a persistent light sensitive 
compound placed at a specific location on the medium 20. The persistence of the material 21 
may be known to decrease with age, or use, such that after three plays the persistence decreases 
from 2 ms to less than 1 ins, for example, at a detectable intensity. Therefore, prior to allowing 
the medium 20 to be accessed, the location at which the light sensitive compound 21 has been 
placed is read and then re-read after about 1 ins. If a response is detected from the light sensitive 
material 21 upon re-reading, the persistence is still greater than 1 ins, and reading of the data may 
proceed. If no response from the light sensitive material 21 is detected, the persistence time has 
dropped below the acceptable level and access to the data is denied. In this manner, by varying 
the amount of time from initial read to re-read, the same medium 20, with the same light 
sensitive material 21 in the same location, may be provided with different useful lifetimes. For 
instance, data access may be provided or denied based on threshold re-reading times of 1.5, 1.0 
or O.S ms, with 1.5 ms corresponding to a medium 20 that is one month old, 1.0 ms 
corresponding to a medium 20 that is 3 months old, and 0.5 ins corresponding to a medium 20 
that is a year old. 

[00086] In addition to providing only a limited number of uses, the medium 20 may 
also incorporate copy and/or access protection techniques, such as those used in the examples 
above. For instance, phosphorescent compounds may be placed at various points on the medium 
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20 and persistent readings must be detected &om these locations prior to proceeding with playing 
the disk. In this manner, a copy protected temporary data file capable of only a limited number of 
uses is provided. 

Example 5 

[00087] In another embodiment of the invention, an optical medium 20, such as a CD 
or DVD, 20 may contain a version, or portion, of a movie, audio file, program or data file that 
may be finely used and dupUcated. For example, this may be a demo version of a piece of 
software or the trailer of a movie. The optical medium 20 may also contain an access protected 
file which may include, for example, the entire software program or the fiill length DVD movie. 
In order to access the fiiU version of the program, movie or audio file, the user must input a code 
which can be obtained fi-om an authorized source and may be specific for a particular optical 
medium 20. Once the code has been input, the proper installation sequence or reading sequence 
may be implemented, e.g., the expected position and type of light sensitive material 21 on the 
medium 20 verified, and the fiill version of the data can be accessed. In addition to limiting 
access, the invention may be used to prevent copying in a manner similar to those outlined above. 
Thus, even after an owner is provided with an access code, additional ftmctional copies may not 
be made. 

Example 6 

[00088] Another aspect of the invention may allow data files, such as movies, software 
and music, to be safely transmitted over the Internet and recorded onto an optical medium 20 
where an authorized user may have full access to the content. 

[00089] For example, a "blank" optical medium 20 may be provided (either "fi-ee" or 
purchased) with a data recording layer and light sensitive materials 21 associated with various 
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portions of the medium 20. The pattern of light sensitive material 21, for instance, a 
phosphorescent compound, maybe unique to this particular medium 20 or to a small group of 
media 20. A user of the medium 20 can contact a data provider 5 of content using a data 
processing apparatus 1 over a communication system 4, such as the Internet, and request a 
particular data set, such as a DVD movie or software. When the user decides to purchase or rent 
the content, for example, a 15 movie, a unique code for the medium 20 may be detected by the 
media reader 2 that is specific to the pattern of light sensitive material 21 on the medium 20. The 
media reader 2 may determine the code by reading the medium 20 using read instructions 
received from the provider 5, using instructions stored on the medium 20, using a set of standard 
read instructions, and so on. This imique code may then be transmitted to the data provider 5. 
Altemately, the user could 20 provide a code, such as a serial number or other identifier, for the 
medium 20 by typing the code into the data processing apparatus I and sending the code over the 
communication system 4. Based on the code, the data provider 5 may create a protected version 
of the requested data. The protected or encrypted version of the movie may be inoperable in the 
form in which it is transmitted from the provider 5 to the user. Thus, if the file sent by the 
provider 5 is intercepted during transmission, the file will not be useable unless associated with 
the appropriate medium 20. Because the code that was transmitted to the provider 5 provides 
information about the pattern of light sensitive material 21 on the medium 20, the encrypted file 
that is transmitted may be uniquely produced to work only on the specific medium 20. Thus, only 
when the data is recorded onto the unique medium 20 may the file become usable. Once the data 
has been written to the medium 20, it may be used an unlimited number of times if a permanent 
data recording technique has been used, or alternatively, a temporary recording surface or light 
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sensitive material 21, such as that described in Example 4 above, maybe used to produce a 
medium 20 capable of a limited number of plays. 

[00090] Because the medium 20 may require the presence of light sensitive material 2 1 
in particular locations, having a particular delay and/or persistence to be accessible, byte-to-byte 
copying of the medium 20 may result in an inoperable data file. In this manner, a producer or 
distributor of copyrighted material may either charge for the blank medium 20 or charge for the 
download and can be confident that only a single copy of a content will be made and used, hi an 
alternative embodiment, a medium 20 having a unique code of light sensitive material 21 may be 
used as a key to unlock an encrypted file on another medium 20 and the unlocked complete file 
may be copied onto a second disk that includes copyprotection features, such as those described 
above. Li this way, a single unique disk can be used to download multiple movies, songs or 
programs allowing for efficient accounting and billing methods. 

[00091] The light sensitive material 21 may be used in different ways to allow access 
to the data 15 stored on the medium 20. For example, the data transmitted by the provider 5 may 
have lOOO's of inborn errors that are corrected by the light sensitive material 21, e.g., when the 
data is written to the medium. That is, the data may be constructed so that the error portions of 
the data are written on the medium 20 in portions that are associated with spots of the light 
sensitive material 21. Thus, using an appropriate read sequence and/or timing, the material 21 
may be altered in state so that the incorrect data is masked or corrected by the material 21 during 
reading. For example, the material 21 may have a delay time that is less than half the total time 
required to read data fi-om the medium using oversampling. This results in the read of the 
material 21 providing corrected data while masking the incorrect data. Of course, the delay time 
may be longer than a single read time using oversampling. hi this case, the material 21 may have 
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to be altered in state before being read to provide corrected data. In this embodiment, the material 
21 may be configured or chosen so that the data may be written on the medium 20 without 
altering the state of the material 21, e.g., the delay time of the material 21 is less than the write 
time. This way, the data may be written to the medium 20 without interference from the material 
21. 

[00092] Altemately, the material 2 1 may provide information regarding which data 
portions 30 contain errors and how to correct the errors. For example, before or during reading of 
the data, the data processing apparatus 1 and/or the media reader 2 may identify which areas of 
the medium 20 contain light sensitive material 21 (based on a detected change in state) and cut 
out data portions located in those areas or otherwise process the incorrect data. By using 
thousands of spots of material 21 arranged in a unique pattern on each medium 20, manual or 
automatic correction of the data in an attempt to make an unauthorized copy may be made very 
difficult or impossible. 

[00093] Another possibility is to store encrypted data on the mediimi 20 and use a 
decryption key that is determined based on characteristics of the light sensitive material 21 on the 
medium 20 to decrypt the data. For example, a pattern of light sensitive material 21 on the 
medium 20 may provide an encryption key when read in a particular way, e.g., in a specific 
sequence, at a specific timing and so on. This key can be used to decrypt the data, e.g., in real 
time during play back, or authorize use of the data on the medium 20. 

[00094] The material 2 1 may also provide a watermarking function such that reading 
of the data on the medium 20 using an improper accessing sequence, e.g., a sequential copy 
sequence, may result in including data read from material 21 in an altered state being included in 
the copy. This data, which is different from data included in an authorized copy, may provide a 
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kind of watermark that can be used to identify that the copy is an unauthorized one, and/or the 
source of the copied data. 

[00095] A variety of techniques are available for implementing different aspects of the 
invention. 20 For instance, the output of underlying data may be altered by the presence of a light 
sensitive material. Methods and apparatus to apply a version of this technique, and others, are 
described in co-owned U.S. Patent Application No. 09/608,886, filed June 30, 2000, and hereby 
incorporated herein by reference in its entirety. 

[00096] Light sensitive materials 2 1 have been chosen and described for use in the 
examples above, in part, because of the current popularity of optical storage media and because 
they may provide a convenient way of protecting stored data without requiring alteration of 
conventional optical media readers. It should be understood, however, that various aspects of the 
invention may be extended to use of other types of materials, such as materials that change state 
or otherwise respond to signals other than light, or other types of storage media. For example, 
materials that change state in response to an electric or magnetic field may be used in place of the 
Ught sensitive materials 21. The materials may be used in media that are optically read, or in 
media that are read using other signals. As one example, a material that changes state in response 
to an electric field and effects light in different ways based on its state, such as a liquid crystal 
material that changes state in response to an electric field and alters the polarization of light 
passing through the material, may be used in place of, or in addition to, the light sensitive 
materials 21. In such cases, media readers may have to be altered to accommodate the different 
type of material, e.g., by including a device to create an electric field at desired locations on the 
medium 20. Thus, the invention is not limited to the use of light sensitive materials, or to 
application to optical storage media only. 
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[00097] In addition, in the examples described above, the light sensitive materials 2 1 
affect reading of a medium 20 after being exposed to light and changed to an altered state. 
However, the materials 21 may operate to affect reading of the medium 20 in a first state and not 
affect reading in a second state. For example, a material 21 may be light absorbing prior to being 
illuminated by an optical reading light. After a possible delay time, the material 21 may change 
state to be transparent such that the material 21 allows reading of data under the material 21. 
After some persistence time, the material 21 may return to the first absorbing state, thereby 
preventing reading of data under the material. Further, the light sensitive material 21 may affect 
reading of data on the medium in two or more of its states. For example, the material 21 may 
always prevent reading of data under the material 21 as long as the material 21 is detectable. In a 
first state, the material 21 may cause a reader to read a first data type, such as a "0,', and in a 
second altered state may cause the reader to read a second data type, such as a "1". The material 
2 1 may be temporary such that after an amount of time or a number of readings the material 2 1 is 
no longer detectable, thereby allowing data below the material 21 to be read. 

[00098] The light sensitive materials used in the applications discussed above may be 
chosen 25 from a group of dyes, specifically, cyanine dyes. These cyanine dyes include, among 
others, indodicarbocyanines (INCY), benzindodicarbocyanines (BINCY), and hybrids that 
include both an INCY and a BINCY. Hybrids may be, for example, mixtures of two different 
dyes or, in another embodiment, compounds that include both INCY and BINCY moieties. In 
one embodiment, the light sensitive material may be a ratiometric compound having a linked 
strucmre with excitation ranges at both the CD and DVD ranges of about 530 and 780 mm In a 
further embodiment, the dye is phosphorescent, having a time delay of about 10 milliseconds and 
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a persistence of several seconds. Table 1 provides some of the dyes that may be useful with some 
aspects of the invention. 



Table 1 



Dye Name/No. 


CD/DVD 


Excitation 


Emission 


Alcian Blue 
(Dye 73) 


DVD 


630 nm 


Absorbs 


Methyl Green 
(Dye 79) 


DVD 


630 nm 


Absorbs 


Indocyanine Green 
(Dye 77) 


CD 


775 nm 


818 nm 


Copper Phthalocyanine 
(Dye 75) 


CD 


795 nm 


Absorbs 


1R140 

(Dye 53) 


CD 


823 nm(66ps) 


838 nm 


DR. -768 Perchlorate 
(Dye 54) 


CD 


760 nm 


786 nm 


1R780 Iodide 
(Dye 55) 


CD 


780 nm 


804 nm 


IR 780 Perchlorate 
(Dye 56) 


CD 


780 nm 


804 nm 


IR 786 Iodide 
(Dye 57) 


CD 


775 nm 


797 nm 


TP 7AC P»»rrh]nratf» 
IR. /Oo rcrcuiuiaic 

(Dye 58) 


CD 


770 nm 


796 nm 


JIS. rcivuiuiaic 

(Dye 59) 


CD 


792 nm 


822 nm 


1,1 '-dioctadecyl-3,3,3 ',3 '- 
tetramethylindodicarbocyanine 
perchiorate (Dye 23 1) 


DVD 


645 nm 


665 nm 


l,r-dioctadecyl-3,3,3',3'- 
tetramethylindo tricarbocyanine 
Iodide (Dye 232) 


DVD 


748 nm 


780 nm 


l,r,3,3,3',3'-hexamethyl 
indodicarbocyanine Iodide 
(Dye 233) 


DVD 


638 nm 


658 nm 


DTP 

(Dye 239) 


CD- 


800 nm(33 ps) 


848 nm 


HITC Iodide 
(Dye 240) 


CD 


742 nm(l .2 ns) 


774 nm 


1RP302 
(Dye 242) 


CD 


740 nm 


781 nm 


DTTC Iodide 
(Dye 245) 


CD 


755 nm 


788 nm 
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DVD 


mil 


718 nm 


(Dye 246) 








IR-125 
(Dye 247) 


CD 


790 nm 


813 nm 


IR-144 


CD 


750 nm 


834 nm 


(Dye 248) 









[00099] Having thus described certain embodiments in the present invention, various 
alterations, modifications, and improvements will readily occur to those skilled in the art. Such 
alterations, modifications, and improvements are intended to be within the spirit and scope of the 
invention. Accordingly, the foregoing description is by way of example only, and is not intended 
to be limiting. The invention is limited only as defined in the following claims and the 
equivalents thereof 
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